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Research Interests

¢ Digital Multimedia Authentication, Deep Learning, Information Assurance, Network and Web Security.
¢ Network Infrastructure Virtualization and Software Defined Networking.

¢ Artificial General Intelligence Alignment and Safety Research.

Education

2017 - 2023 ¢ Ph.D, Electrical and Computer Engineering, Binghamton University-SUNY, Bingham-
ton, NY, USA.
Dissertation title: Lightweight Multimedia Authentication at the Edge using Environmental Fin-
gerprint
Advisor: Dr. Yu Chen

2015 -2016 ¢ MS, Electrical and Computer Engineering, Binghamton University-SUNY, Binghamton,
NY, USA.
Thesis title: iCrawl: A high interaction client honeypot system.
Advisor: Dr. Andrey Dolgikh

2011 -2015 < B.Tech, Electronics and Communications Engineering, SASTRA University, Tamil
Naduy, India.

Research Experience

2023 — Present ¢ Research Scientist. Intelligent Fusion Technology Inc. (IFT), Germantown, MD, USA.

2018 — 2023 ¢ Graduate Research Assistant SUNY Research Foundation, Binghamton University,
Binghamton, NY, USA.

Teaching Experience

Network Computer Security (EECE-480F), Spring 2016 - Spring 2020.
Cyber Physical Systems (EECE-480A), Fall 2016 - Spring 2017.

Graduate Instructor ¢

Teaching Assistant ¢
o Cryptography and Information Security (EECE-405/560), Fall 2020.
¢ Linear Algebra and Engg Programming (EECE-212), Spring 2021.

Skills

Coding ¢ Python, C/C++, C#, Shell, Bash, MATLAB, Powershell, sor, BIEX, Neo4j and Cypher.

Network Security o DHCP, SSH, VPN, DNS, Port-Forwarding, DMZ N/W, NMAP scan, Pentesting using
Metasploit framework, OpenDaylight for SDN, LibreNMS and Cacti Server.

Virtualization ¢ ESXij, Vyos, Cisco Nexus, HyperV, Xen, OpenStack, OpenMano, Docker, Proxmox.
Web Dev o Hrmi, CSS, JavaScript, Flask Web Server, React and Jekyll
Languages ¢ Strong reading, writing and speaking competencies for English, Hindi, Telugu, Tamil.
o

Misc. Academic Research Mentor, Teaching, Professional Training, and Consultation.
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Book Chapters
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configuration for iot blockchains. In K. Daimi, I. Dionysiou, & N. El Madhoun (Eds.), Principles and
practice of blockchains (pp. 135-154). & doi:10.1007/978-3-031-10507-4_7
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Books

1

Nagothu, D., & Chen, Y. (2023). Authentication of video feeds in smart edge surveillance networks
(C. Olson, Ed.). Bellingham, Washington 98227-o010: SPIE Press.

Dissertation and Thesis

Nagothu, D. (2023). Lightweight Multimedia Authentication at the Edge Using Environmental Fingerprint
(Ph.D. State University of New York at Binghamton, United States — New York). ISBN: 9798380566988.
Retrieved October 28, 2023, from

@ https://www.proquest.com/docview/2872097834/abstract/A49AAD7CD800446BPQ/1

Nagothu, D. (2016). Icrawl: A high interaction client honeypot system (M.S. State University of New York
at Binghamton, United States - New York).
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Reviewer for Journals
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IEEE Transactions on Pattern Analysis and Machine Intelligence
IEEE Transactions on Dependable and Services Computing
IEEE Transactions on Services Computing

SPIE Journal of Electronic Imaging (JEI).

Elsevier Computers and Security
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Expert Systems with Applications
IEEE Access

[EEE Transactions on Aerospace and Electronic Systems

Reviewer for Conferences

<

IEEE International Conference on Computer Communications (INFOCOM).

o IEEE Global Communications Conference (GLOBECOM) IoT and Sensor Networks (IoTSN).

S0 0 0

[EEE Global Communications Conference (GLOBECOM) Communication and Information Systems
Security (CISS).

IEEE Global Communications Conference (GLOBECOM) Communications Software, Services and
Multimedia Apps (CSSMA).

[EEE International Conference on Wireless and Mobile Computing, Networking And Communications
(WiMob).

ACM International Workshop on Blockchain-enabled Networked Sensor Systems (BlockSys)
IEEE International Smart Cities Conference (ISC2).
IEEE International Conference on Cloud Networking (CloudNet)

IEEE International Conference on Communications (ICC)

Miscellaneous Experience

Awards and Achievements

2020 ¢ GSEA, Graduate Student Award for Excellence in Teaching.

Academic Mentor

2022-2023 ¢ ECE Capstone Design Project (ECD 323). “Real-Time Visual-Layer Attacks Detection us-

ing Electrical Network Frequency Signals”.

2019-2020 < Master’s Thesis "Critical Pixels Attack on DNN"

¢ Master’s Thesis "Human Identification Using Skeleton Joints Based on 2D Image"

2019-2021 ¢ ECE Capstone Design Project (ECD 122 - WCP 29). “Exploring the Spatio-Temporal Cor-

relation in IoVT Network for Smart Public Safety”.

2018-2019 ¢ ECE Capstone Design Project (WCP40). “Service Network for Drones”.
Memberships

o IEEE.
o ACM.
o SPIE.



